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The Information Commissioners Ofpce (ICO) was
set up on 30 January 2001 when the Freedom of
Information Act came in to promote and protect
access to ofpcial information. In this interview
Enver Solomon of CCJS and Kevin Stenson, guest
editor of CIM, ask him how he sees the future of
surveillance and information collection, particularly
in regards to its impact on the criminal justice
system.

Kevin Stenson: In November last year you
published a report (Report on the Surveillance
Societyd available at: www.ico.gov.uk/upload/
documents/library/data_protection/practical_
application/surveillance_society_full_report_
2006.pdf) in which you said that fears that we were
osleep walking into a surveillance societyf have
become a reality. What kind of surveillance, in
particular, most concerns you?

Richard Thomas : The most worrying types of
surveillance are hidden surveillance. As you may
know 1dm also the Commissioner for Freedom of
Information and so transparency is a very important
drive generally but, if people know what is going
on, then that is less threatening. Let me give you a
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is and what itds there for, and there are ways and
means by which that can be done; not necessarily a
label on every camera. Wedve thought about other
ways of communicating the information but we
think itds important that there should be only covert
surveillance in the most exceptional circumstances
and where it can be justiped.

Our report painted the picture of life in 2006,
which was a very comprehensive survey of different
types of surveillance, and then it rolled forward to
2016, 10 years ahead. Now, interestingly, wefre
only, what, seven months on since our report was
published, and already there are so-called dspies
in the skyd. We predicted that by 2012, for the
Olympics, we might start seeing spies in the sky for
the sake of good public order. Here we are in summer
2007 and Liverpool police now have a hovering
camera to keep good order in the city of Liverpool.
Scarborough has cameras in the streets now with
loudspeakers attached to them, and the Home Ofpce
recently announced a programme to roll out more
cameras with loudspeakers, saying for instance you
in the checked shirt, youdre not behaving properly;
pick up that cigaretted or asking someone to stop
misbehaving in a particular way. 1dm not saying
you can never ever use a microphone, but to pick
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few examples of that. In the workplace we have an
Employment Code of Practice for Data Protection
in the Workplace and there are many ways in which
employers can monitor the activities of their staff.
For example looking at email trafpc, internet usage,
kit in lorries and cabs of cars. We take a very hard
line on that, saying that the employer should tell the
employees they are being monitored so that no-one
is caught by surprise. Thatds one example. We talk
about CCTV and Idm sure webll say more about
that in a moment, but the technology now exists
for very small cameras to be hidden away. One
can foresee a scenario where you could have micro
CCTV cameras in every lamppost. The current
code of practice for CCTV is that it requires clear
labelling as to who runs the camera, what its purpose

up conversations | think would be objectionable,
with the exception of the most narrowly depned
circumstances, and the only circumstance | can
think of at the moment are the microphones you get
on tube trains where you can talk to the driver.

Enver Solomon: In terms of hidden surveillance
then, the police have argued that the only unseen
surveillance they might carry out is dproportionated
and that there are appropriate and sufpcient safeguards
in place. Do you think that any surveillance of that
nature is indeed proportionate and that there are, in
your view, satisfactory safeguards in place?

Richard Thomas: Well, prst of all you have to
recognise, in terms of cameras, that we are probably
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the most watched country in the world. Youdve got
the pgures: 4.2 million cameras at least, one for
every 14 citizens, and some people estimate around
300 times a day you can be on camera somewhere.
And | think I also recognise that theydre extremely
popular with the general public and that, quite
understandably perhaps, MPs would say that most of
their constituents would like to see more cameras, not
fewer. We also recognise that there can be benepcial
effects in the prevention and detection of crime, but
I think these need more serious debate. There has
been a certain amount of research done within the
Home Ofpce as to the efpcacy of cameras. | donft
claim to be an expert on this because | think its
fair to say the jury is still out in terms of the role
of cameras in the prevention of crime and therets
some evidence that it tends to displace it rather than
prevent it altogether. In terms of detection I think
probably one can see the arguments being rather
stronger. Clearly, if criminal activity has taken
place and is caught on camera, one recognises that.
I think what | would say is that, if therels a clear
need in a particular situation for a camera - say in a
particular street where a great deal of drug dealing

positive and negative mistaken identity, believing
youdre individual A, hebs individual A, and in fact
theybre B, or missing someone because you think
youdve got an accurate check. There are risks of
inaccurate information; there are risks of out of date
information, there are risks of improper access to
that information and there are risks with security
breaches, which is becoming one of the hot topics
at the moment.

Now we move on to sharing, because if there
are risks associated with the collection in one
environment, those risks can be multiplied more
and more as the information is shared from one
database to another or more, and more people have
access to it. For example: letis say that therels a
mistake about somebody incorrectly associated with
a conviction, incorrectly under suspicion, mistakes
about their age, mistakes about their race, all sorts of
factual or judgemental mistakes being made; if that
information moves on to another organisation, even
if itds corrected in the prst organisation, thereds no
guarantee that itls going to be corrected in the second
organisation, and we have seen examples & in the
area of social services, child protection, education,
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is going on; if you know that people are likely to be
victims of drunken loutish behaviour, that assaults
can take place, if you know that women are at risk
in a particular park, then I have no difpculty at all,
nor do | think anybody else does, but not just an
indiscriminate roll-out of cameras.

What | am saying is we need to be more
discriminating, more focused as to the purposes,
the benepts, the raison di°tre for every piece of
surveillance, whether itds in the street or in shopping
centres, cameras in stations and so on, before itis
actually deployed. And then thereds another whole
set of questions about, if you are going to deploy it,
well you may as well make sure it works, because
many of the cameras are not recording images which
can legitimately be used in evidence or in courts of
law and so on, so what is the point of that?

Kevin Stenson: Moving on to information
sharing and particularly in relation to targeted early
intervention programmes for children and families
who are considered to be at risk of offending: do you
think its legitimate to bring together data in order
to establish who might be the criminals or problem
families of the future?

Richard Thomas: | think there are various risks
associated with excessive collection of information
and, just to run through some of those, risks of both
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in the criminal justice peld & where information
has been incorrect, has been retained too long and
has not been put right, even when the problemds
been discovered.  And yet another example: if
youdve got one database from which it can leak out
inappropriately, if that information is shared across
other organisations, well that increases the risk of
security breaches.

Enver Solomon: So, if youdre bringing data together
across different datasets to try and determine who
might be more likely to offend there are dangers
with that?

Richard Thomas: The short answer is yes there
are dangers, and there might be relevance but there
are dangers.

Enver Solomon: Do the benefits outweigh the
dangers?

Richard Thomas: Well, I think youdd have to look
at that case by case. | think we are moving to more
and more intelligence-based policing and, if that
proves to be effective in both deterring and detecting
crime, then there are going to be some benepts in
that. But one of the risks which we associate with
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